Useful information for social media:

The sites listed below are all for 13+ with parental guidance up to the age of 18.  Any children you come across under the age of 13 using these sites please encourage parents to de-activate the app.  

They are broken down into green for safer, amber for dangerous aspects and red for unsuitable and dangerous.  That’s not to say that children using the green sites are safe as there are aspects to them all that can put a vulnerable child at risk. 

Green: 

[image: Facebook logo]Facebook (13+) is ok as long as it has been set up appropriately.  If it has been set up by parents when their child is much younger than the age of 13 (this is very common!) then the age of that child will show up as much older in future and this can create new vulnerabilities.  The other risk with facebook is that children will friend anyone and not know who they are.  These people then have access to messenger and communicate with them.  Always worth checking childrens friends list and noting friends from opposite ends of the country or Europe!  A lot of the more dangerous sites are opened by using an e-mail address or by linking into facebook so if a child looks older online than they are then they can create new app accounts everywhere.  


[image: Facebook Messenger]Messenger (13+) linked to facebook.  Once you’re friends and you both have messenger then it’s a direct message.

[image: Instagram-logo]Instagram(13+) – Photo sharing app. Inappropriate images can be reported quickly but this may lead people to use other photo sharing apps that are not so restrictive.  Instafamous is a pressure on young people at the moment.  

[image: linkedin logo]Linkedin (14+) – Professional network.  Good for young people to start building a profile prior to college applications. 

[image: Pinterest logo]Pinterest (13+) – Full of ideas and resources.  

[image: Twitter logo]Twitter (13+) - Social app where people can tweet.  Quick to remove any inappropriate stuff and trolls. (however, trolls can link in to other social media if user names are the same so bullying can continue)
[image: sms-iphone-icon]Sms messenger (no age restriction) – Free on most mobiles so as safe as long as it is monitored by parents for young people. 



Amber sites:

[image: Twitter logo]You tube (13+) – video resources.  Really useful but very easy to enter areas that are not appropriate! Can report videos and block them quickly but should be supervised by parents as can very quickly link to different subject matter.  

[image: ooVoo icon]ooVoo (13+) – one of the largest video and messaging apps.  As quoted from a parent guide ‘Parents should be aware that ooVoo is used by predators to contact underage kids’

[bookmark: _GoBack][image: Snapchat icon]Snapchat (13+) – video and photos that have a timed limit on how long they can be seen.  Had been highlighted as a tool for sexting but lead to loads of trouble due to screen shots.  Now snapchat has released that they do retain images too! There is a second app called ‘yellow’ where you can make snapchat friends with strangers.  This categorises snapchat into the red zone so please check for both.

[image: Tumblr logo icon]tumblr (13+) – blogging platform.  Can be a competitive platform for young people.  No accountability and no trace! 

[image: Periscope logo]Periscope (13+) – a location based app.  Users watch and broadcast real time videos.  

Red Sites:

[image: AfterSchool App icon]After School Club (17+) – Anonymous app with a separate chat group for every school.  Been attached to bullying, threats, alcohol, drugs and pornography. 

[image: Askfm logo]Ask Fm (13+) – anonymous questions site.  Been linked to teenage suicide following bullying.  

[image: Private Photo Calculator icon] Calculator% Private Photo (4+) – Hides photos and videos behind a calculator sign.  They enter a pin and it takes them to a private area. 

[image: Burn Book App icon] Burn book (18+) – anonymous app for posting rumours, photos, messages etc. bullying! 

[image: KIK_app_icon_iphone] Kik (17+) – Anyone can contact you by direct message.  Predators have disguised themselves as teens to speak to children.  No way of knowing who is real and who is not as no direct link to your phone contacts.  

[image: omegle logo]Omegle (18+) – Anonymous text and video chat room.  Inappropriate and unmoderated content.  

[image: Secret app icon logo new]Secret (17+) – anonymous messges between friends or publicly.  Bullying risk. 

[image: Secret app icon logo new]Streetchat (14+) – Live photo sharing.  No confirmation of identity so bullying platform. 

[image: Whatsgoodly]WhatsGoodly (17+) – Social polling application.  Popular with students but younger children can see the polls and votes so inappropriate content for them. 

[image: whisper-app]Whisper (17+) – People tend to make statements – can be from sexual content to suicidal content.  Also shows the location of the writer so predators can look for local vulnerable children.  

[image: YikYak_app_logo]Yik Yak (18+) – Bulletin board for local areas.  Bullying. 

[image: YikYak_app_logo]YouNow (13+) – broadcasting platform with real time videos.  Bullying. 

These are just based on the most popular sites at the moment.  There are countless more! some of the up and coming sites are Keek, H!, Chickchat, Yakaround and PeeeM

To check the age restriction on any apps – if you do an app search, find the relavant app and then click on the icon.  It takes you through to a section with details.  It will either say beside the icon at the top or if you scroll down it will say what it is rated as.  Most of them do not verify your information so will accept an e-mail address to create an account.  No e-mail is verified.  


Helpful sites:
www.thinkuknow.com.uk 
www.ceop.police.uk 
www.safesmartsocial.com 
www.saferinternet.org.uk 
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